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(06 Marks)
? Explain. Further, olmpute f' (3, 5, 2), given N : 210,

(10 Marks)
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Note: Answer any FIVE full questio4s,y,,,phoosing ONE full questio4fibm esch module,
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rr = 5, nz= 6,W=7]i,$.ryjfS 3, *, = 5 and xt = 2 (qpjtm,ute x)

OR
2 a. Defure Hill Cipher. €onsider a Hill Cipher u:mg block size of 2 (m = 2). Calculate the Hill

(t 7
Cipher for a.blgot$and plaintext (H, I), gru:, * = [; n

(t 7\
en K=l I

us t2)
(08 Marks)

(08 Marks)
',iirr ti.b. With the,ihe$r51u neat diagram expJainrthe construction of DES.

..]::''"::::::;;;;;11.;, ,furc.,MOdUle ,2. *],{&)$t
a. Explain RSA algorithm with- stdps. Using RSA tec,hnique perform. the encryption and

decryption. Forthe givendatalp= 3, q= 11, e Ee4W m= (001119J.TIt= (08Marks)

b. What do you mean by",#Sffiollision resistancd-Eird strong coliisidt'ibiistance? Discuss the
attack complexity of bb,th.tjf these collision{€sistances. (08 Marks)

a. With regard to cryptographic f,ash,-pplainih, follo*irgs:
i) Hash-based MAC s

ii) DigitaPsignatures. 
s,.,.ti . -. .., t,- (08 Marks)

b. Explaiq,&, Gamal Encryptigh. #'block of plaffia,t" has been encrypted using Er Gamal
encrffifun. Assume that p q 131, g= 2 and the reCiflients public key: 97. What is the plain
text cotfesponding to thereipher text, Cr =]^.0j and C2 : Jl? (08 Marks)
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b,,.'-*u, is ldentity-based encryption? E-j---. f,Eworking of it. (06 Marks)

b. 
" 

Write a note on Cd*ificate-based authentication. (04 Marks)

c. With the heffif a diagrarn, dispuS"s.the sequence of messages exchanged between the client

:.:,:::t::l::,:,:,:,:. OR
a. Briefly explain the Inte Key Exchange (II(E) protocol. Also discuss the various things

accomplished in IKE phase 1. (08 Marks)

b. Show the sequence of messages and their contents involved in SSL handshake. (08 Marks)
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(04 Marks)
(06 Marks)

Detection System
(06 Marks)

ttt) \rruYrL d,"%" &fl r"*.\
iv) WS-Trust. *.%m 

- -ry (12 Marks)
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What is SOAP? Briefly explain. $Fte* -.'t- i:* (04 Marks)

With regard to web services security, dffibs the followings: @'sq&*oi) WSDL and UDDI ,&). 
i{N 

.rii) XML signatures "d $"* _k 
=

iil) SAML &ed-'' qtff' * *'
"dr

ffi :g 
* Module-S ..#fu

Enlist the objectives ffiffit. ;_ ; -, (03 Marks)

List any ten functions'Gfi$he controller in IT Act. " (10 Marks)
-- -' J .;! *-

In which situatioffi*Se digital signature.ffi*=:*. is suspended? Briefly explain. (03 Marks)

, " ry' rhtb'd-.gY', ffi
Discuss t@Jfu1alties and adjudications.under section 43 of the IT Act 2000 for damage to a

b.

c. As
ffilunishment for cyb6@rism? Explain. #"t
Act, what is the consffiiBn of adviso.y.3sffiee? Discuss.

"6 d'qwtu.:,i.#

system etc.
punishment for ism? Explain.

(08 Marks)
(04 Marks)
(04 Marks)

.'l

de&st.*

w*q

#+...
Module-4 .#:-

Write a note on E-mail worms. - r:""fu 
u

.. r.- \ivvrllv s l{_ "1.

Briefly discuss the four main functions of a frewall.-;| -o" "

With a functional diagram indicate the tasks perfdrffiedby an Intrusion
(IDS). id**
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